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*** FIRST MODIFICATION ***

[bookmark: _Toc437505159]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [38] and the following apply:
AN	Access Network
ASN.1	Abstract Syntax Notation, Version 1
ASE	Application Service Element
BER	Basic Encoding Rules
CC	Content of Communication
CSCF	Call Session Control Function
DF	Delivery Function
DSMIP	Dual Stack MIP
EPS	Evolved Packet System
e-PDG	Evolved PDG
E-UTRAN	Evolved UTRAN
FTP	File Transfer Protocol
GGSN	Gateway GPRS Support Node
GLIC	GPRS LI Correlation
GPRS	General Packet Radio Service
GSM	Global System for Mobile communications
GSN	GPRS Support Node (SGSN or GGSN)
GTP	GPRS Tunnelling Protocol
HA	Home Agent
HI	Handover Interface
HI1	Handover Interface Port 1 (for Administrative Information)
HI2	Handover Interface Port 2 (for Intercept Related Information)
HI3	Handover Interface Port 3 (for Content of Communication)
HLC	High Layer Compatibility
HSS	Home Subscriber Server
IA	Interception Area
IA5	International Alphabet No. 5
IAP	Interception Access Point
IBCF	Interconnecting Border Control Function
ICI	Interception Configuration Information
IE	Information Element
IIF	Internal Interception Function
IM-MGW	IMS Media Gateway
IMEI	International Mobile station Equipment Identity
IMS	IP Multimedia Core Network Subsystem
IMS-AGW	IMS Acess Gateway
IMSI	International Mobile Subscriber Identity
INI	Internal network interface
IP	Internet Protocol 
IP-CAN	IP-Connectivity Access Network
IPS	Internet Protocol Stack
IRI	Intercept Related Information
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility
LI	Lawful Interception
LIID	Lawful Interception Identifier
LLC	Lower layer compatibility
LSB	Least significant bit
MAP	Mobile Application Part
ME	Mobile Entity
MF	Mediation Function
MGCF	Media Gateway Control Function
MIP	Mobile IP
MME	Mobility Management Entity
MS	Mobile Station
MSB	Most significant bit
MSISDN	Mobile Subscriber ISDN Number
MSN	Multiple Subscriber Number
NEID	Network Element Identifier
NID	Network Identifier
NO	Network Operator
OA&M	Operation, Administration & Maintenance
P‑CSCF	Proxy Call Session Control Function
PDG	Packet Data Gateway
PDN	Packet Data Network
PDN-GW	PDN Gateway
PDP	Packet Data Protocol
PLMN	Public land mobile network
PMIP	Proxy Mobile IP
PSTN	Public Switched Telephone Network
ROSE	Remote Operation Service Element
Rx	Receive direction
S‑CSCF	Serving Call Session Control Function
SGSN	Serving GPRS Support Node
SDP	Session Description  Protocol
SIP	Session Initiation Protocol
SMAF	Service Management Agent Function
SMF	Service Management Function
SMS	Short Message Service
SP	Service Provider
S-GW	Serving Gateway
TAU	Tracking Area Update
TCP	Transmission Control Protocol
TI	Target identity
TLS	Transport Layer Security
TP	Terminal Portability
T-PDU		tunneled PDU
TrGW	Transit Gateway
Tx	Transmit direction
UI	User Interaction
ULIC	UMTS LI Correlation
UMTS	Universal Mobile Telecommunication System
URI	Universal Resource Identifier
URL	Universal Resource Locator
UTRAN	Universal Terrestrial Radio Access Network
VPN	Virtual Private Network 
WAF	WebRTC Authorisation Function
WebRTC	Web Real Time Communications
WIC	WebRTC IMS Client
WWSF	WebRTC Web Server Function




*** SECOND MODIFICATION ***


[bookmark: _Toc437505497]G.1	Delivery methods preferences
Law enforcement agencies want reliable delivery of intercepted communications to the LEMF:
-	U.S. Law enforcement prefers that the capability to deliver IRI to the LEMF be provided over the HI2 directly over TCP (at the transport layer) and the Internet Protocol (IP) (at the network layer).
-	U.S. Law enforcement prefers that the capability to deliver content of communication to the LEMF be provided using the GPRS UMTS LI Correlation (ULIC) v1 Header over TCP/IP method for delivery.

*** THIRD MODIFICATION ***

[bookmark: _Toc437505510]G.3.1	Use of TCP/IP
At the HI3 interface, the user data packets with the GLIC ULIC header, version 1, shall be sent to the LEMF over Transmission Control Protocol (TCP), which uses the Internet Protocol (IP).
TCP/IP supports reliable delivery of data. TCP is independent of the payload data it carries.

*** FOURTH MODIFICATION ***

[bookmark: _Toc437505515]G.3.1.1.3	Sending of Content of Communication Messages
After the TCP connection has been established and the connectionStatus message has been sent, the MF shall send the CC messages (including the GLIC ULIC header, v1) defined in clause C.1 using TPKT to the LEMF.
In all cases, CC messages are only sent from the MF to the LEMF. All transfer of packets other than those operationally required to maintain the connection must be from the MF to the LEMF only. At no time may the LEMF equipment send unsolicited packets from the LEMF equipment to the MF.
If supported, a connectionStatus message including the keep-Alive parameter shall be sent from the MF to the LEMF when no CC message has been sent for a configurable amount of time in minutes (e.g. 5 minutes), indicating to the LEMF that the TCP connection is still up. If a keep-alive capability is supported, a keep-Alive parameter shall be settable in increments of 1 minute, from 1 minute up to a maximum of 5 minutes, with a default value of 5 minutes.
The CC messages and the connectionStatus message shall be encapsulated using TPKT, as defined in clause G.3.1.1.2, before sending them from the MF to the LEMF using TCP/IP.



*** FIFTH MODIFICATION ***

[bookmark: _Toc437505517]G.3.1.3	Error Procedures
Upon detection of the "User Timeout" condition, as defined in IETF STD0007 [16], if the surveillance is still active and user data packets with the GLIC ULIC header, v1 are available for delivery to the LEMF, the MF shall take action to re-establish the TCP connection with the LEMF. Due to this condition, any information that TCP was not able to deliver is lost unless it is buffered.
Therefore, the MF should be able to buffer any information that is to be delivered to the LEMF during a period of User Timeout detection until the re-establishment of the TCP connection. If the MF is not able to establish the TCP connection, the MF may discard the buffered information. If the connection is re-established, the MF shall hand off (transmit) the information stored in its buffer to TCP before sending any new information.

*** END OF MODIFICATIONS ***


